HUndopmanmoHHas naMsTKA ISl HeCOBEPIIIeHHOIETHHX 10 BOIMPOcam
kubeple3onacHoCcTH

B ceTH «HTEpHET»

KoMnboTepHbie BHPVCHI

KomnbioTepHbiil BUPYC - 3TO Pa3sHOBHUIHOCTh KOMITBIOTEPHBIX TPOTPaMM,
OTJIMYUTETBHOH OCOOEHHOCTBIO KOTOPOH SIBJISIETCA CIIOCOOHOCTh K Pa3MHOXKEHHUIO
(komupoBanwio). B [omolHeHME K 3TOMY, BHPYCHI MOTYT TMOBPEIUTh WIH
TIOJIHOCTBI0 YHHYTOXKHUTE BCE (hailiibl M JIJaHHKIE, MMOJAKOHTPOIBHBIC TIOJIB30BATEIIO,
OT UMEHH KOTOPOTO ObLJIa 3alyIlieHa 3apakEHHAsi IPOTPaMMa, a TaKkKe TIOBPEIUTh
WM IaK€ YHUYTOKHUTH ONCPAIMOHHYIO CHCTEMY CO BcemH (paiiyiamu B 1ienom. B
OOJILIIUHCTBE CIYy4YaeB PACMIPOCTPAHSIOTCS BUPYChI UEPE3 UHTEPHET.

MeToabl 3alIUTHI OT BPEIOHOCHBIX MPOTPAMM:

1. Hcnone3yit coBpeMeHHbIE ONEpalMOHHbIE CHCTEMbI, HMEHIIHE
cepbE3HbIM YPOBEHb 3allIUTHI OT BPEIOHOCHBIX MIPOTPAMM;

2, [TocTtosinHO ycTaHaBnuBaii nmaTud (UMQpoBLIE 3aIUIATKH, KOTOPLIE
ABTOMATHUYECKH YCTAHABIMBAIOTCS C IEJIbI0 AOPabOTKH MpOrpaMMbl) U JIpYTHE
00HOBIIECHHS CBOEH omepalHOHHOM cHcTeMbl. CkauMBaii WX TOIBKO C
obpunmanbHoro caiira paspaborunka OC. Ecim  CylIecTBYeT  pekuM
ABTOMATHYECKOTO OOHOBIICHHUS, BKJIKOUH €T0;

5 Paboraii Ha cBOeM KOMIIBIOTEpE II0J IIpaBaMH II0Jb30BAaTE/d, a HE
aIMUHUCTpPATOpa. JTO HE TMO3BOIWUT OONBIIMHCTBY BPEIOHOCHBIX MPOrpaMMm
HWHCTAJIMPOBATLECA Ha TBOCM IIEPCOHATIBHOM KOMITBIOTEPE;

4. Hcnone3yil aHTUBUPYCHBEIE MPOTPaMMHBIE MPOAYKTBlI H3BECTHBIX
MIPOU3BOANTENCH, C aBTOMAaTHYECKUM OOHOBIICHHEM 0a3;

2 Orpanuub (U3HYECKUI JOCTYN K KOMIBIOTEPY AN MOCTOPOHHUX
JINIL;

6. Hcnonb3yii BHEIIHHE HOCHUTENIM WH(pOpMAIMHM, Takue Kak (Iielika,
auck win ¢aiin u3 UuTepHeTa, TONBKO U3 NPOBEPEHHBIX HCTOUHHUKOB;

i) He oTkpsiBaii KOMIBKOTEPHBIC (Dailbl, MOTYYCHHBIC W3 HEHAMEKHBIX
uctouHukoB. Jlaxke Te (haitnbl, KOTOpbIE MPHCIAT TBOM 3HAKOMBIH. JIydiie yTouHu

Y HCT'O, OTIIPAaBIIAIl JIH OH TeOe HX.

Cern WI-FI
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C nomombo WI-Fi mMokHO monyunth OecniaTHbIM HWHTEPHET-J0CTYH B
001IecTBeHHBIX MecTax: Kade, OTelsIX, TOPrOBBIX IIEHTPaX M a’ponoprax. Tak ke
ABJSCTCH OTIMYHOM BO3MOXKHOCTHHO BbIXxoJa B Mutepner. Ho MHOrue skcneptsi
CUMTAOT, uT0 00meaoctynHsie WiFi ceTu He sBIsIOTCS O€30MacHBIMH.

Cogersl o 0e3omacHocTH padoTsl B 001en0cTYNHbIX ceTax Wi-fi

1. He mepenaraii cBOw0 JHYHYK) WHGOOpMAIHMO 4Yepe3 oOIea0CTyITHbIE
Wi-Fi cetu. Paboras B HHX, eNaTeIbLHO HE BBOJIUThH MapOI JOCTYIA, JTOTHHBI U
KaKue-To HoMepa;

% Hcnons3yii 1 0OHOBJISH aHTUBUPYCHBIE MPOrpaMMbl M OpaHaMaysp.
Tem cambIm ThI 00€30MAacHIIb ce0s OT 3aKAYKH BHPYCa HA TBOE YCTPOHUCTBO;

& [Ipu ucnons3oBanun Wi-Fi oTkmoun ¢yskmuio «OOmMi 10cTyn K
thaiinam u npuHTepam». JlanHas (YHKIUSA 3aKpbITa MO YMOJYAHHIO, OJHAKO
HEKOTOpbIE TOJIh30BaTENH aKTUBHPYIOT € /11 y00CTBa UCHOJIb30BaHHs B padoTe
WU yueoe;

4. He ucnone3yii nyonuunsii WI-FI nns nepegauy nAYHBIX JJaHHBIX,
HanpuMmep, U1 BBIX04A B COLIMAIbHBIC CETH WK B JJIEKTPOHHYIO II0YTY;

3 Hcnone3yl TonbkO 3auuuieHHoe coeauHenue 4depes HTTPS, a nHe
HTTP, T.e. npn Habope Bed-aapeca BBOAW UMEHHO «https://»;

6. B mobuneHOM Tenedone otknoun GyHkuuo «lloakmouenue k Wi-Fi
apToMaTHueckn». He nomyckail aBTOMaTHYECKOr0 IMOIKIIFOYEHHUS YCTPOHMCTBA K

ceTaMm Wi-Fi1 6e3 TBoero cornacus.

CounajibHbie CETH

CouunaneHasi CETh - 3TO CAlT, KOTOPBIH NMPEAOCTARIACT BO3MOKHOCTD JIHOISIM
OCYILIECTBIATh 001IeHHEe Mekay co0oif B MHTepHeTe. Yaie Bcero B HUX AMA
KaKJIOTO YElIOBEKAa BBIJCISACTCS CBOS JIMYHAs CTPaHW4YKa, Ha KOTOpPOHl OH
yKa3plBaeT 0 cebe pa3nuuHylo HH(pOpMaNMI0, HAYMHAS OT UMCHH, (haMWUIHU H
3aKaH4YMBas THYHBIMH (poTorpadusmu. MHOrHe moib3oBaTeNd HE TIOHUMAKOT, YTO
uHpopmanus, pa3MelleHHas UHMH B COLIMANIBHBIX CETAX, MOXKET ObITh HalicHa H
UCTIONIb30BAaHA KEM YrogHO, B TOM 4YHCJAE HE o00s3aTenbHO C OmaruMu

HaMCPCHHAMH.

OcHOBHBIE COBETHI N0 6€30MACHOCTH B COIHATBLHBIX CETHAX:
1. Orpanuub CMHCOK Apy3ei. YV Tebs B ApPY3bsX HE MJOKHO OBITh

CIIYYaUHBIX U HE3HAKOMBIX JIIOJICH;
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% 3ammiiail cBOKW 4acTHYIO KHM3Hb. He ykaseiBail maponu, TenedoHsl,
agpeca, JaTy TBOETO POKACHHUS MW JAPYIYH JIHYHYKHD — MHGOOPMAIHIO.
310yMBINIUICHHUKH MOTYT HCIIOJIb30BaTh JaXe HH(POPMAIIMIO O TOM, KaK Thl H TBOH
POJIATENM TNIAHUPYETE TTPOBECTH KAHUKYIIBI;

3 3ammiiail CBOI penyTalnuio - JEpKH ¢ B YUCTOTE W 3ajaBail cede
BOIPOC: XOTeJT OBI ThI, YTOOBI JPYTHe MOJL30BATEIH BHJICIH, YTO ThI 3arpyiKaciiib?
[Toaymaii, mpesxk/ie 4YeM 4TO-TO ONyOJIMKOBATh, HAMKCATh U 3arPy3UTh;

4. Ecnu Tl roBopulllb € JHOABMH, KOTOPBIX HE 3HACIIb, HE UCMHOJIB3Yil
CBO€ pealbHOE MMS W APYTYI0 JIHYHYI0 HH(OPMALUMH: HMS, MECTO JKUTEIbCTBA,
MEeCTO y4eObl U Mpovee;

5. N30eraii pazmemienus gotorpaduii B MuTepHeTe, e Thl H300paxeH
HAa MECTHOCTH, TI0 KOTOPOH MOYKHO OINPEICIUTb TBOE MECTOTONOKECHUE,

6. [Ipn perucTpauuu B COLHANBHOM CETH HEOOXOJAMMO HCIIOJIb30BATh
CJIOKHBIE TIAPOJIH, COCTOSAINE U3 OYKB M IIU(P ¥ C KOTUYECTBOM 3HAKOB HE MEHEee
8;

1. Hi1si couuanpHOM CceTH, MOYTHl M JPYTrUX CalTOB HEOO0XOIHUMO
HCII0JIb30BaTh pa3Hele naponn. Toraa eciu Teds B3IOMAOT, TO 3JI0YMBIINIICHHAKH

noay4daT JOCTYII TOJBKO K OJHOMY MECTY, 4 HC BO BCC Cpa3sy.

JJIEKTPOHHLIE 1eHBI'H

DNEKTPOHHBIC JI€HBI'M — 3TO 0YEeHb YI00HBIH crmocob ruiatexeil, ogHAKO
CYILECTBYKOT MOLICHHUKH, KOTOPBIE XOTAT MOJYYHUTh 3TH JCHBIH.

DNEKTPOHHBIC JCHBIH MOABHUINCH COBCEM HEIaBHO U MMCHHO HM3-3a 3TOTO BO
MHOTHX FOCyZapcTBax J0 CHX MOp HE MPOMUCAHO MPO HUX B 3aKOHAX.

B Poccun xe oHH (QYHKIMOHHPYIOT H 0 HUX YK€ MPOIMKUCAHO B 3aKOHE, Te
HUX pa3deisioT Ha HECKOJBKO BHJOB - aHOHMMHBIC W HC aHOHMMHbIC. PasHuna B
TOM, YTO AaHOHMMHBIC - 3TO T€, B KOTOPBIX pa3peliaercs MpoBOIUTE ornepanuu 6e3
UICHTH(HUKAIMKA  TIOJNB30BATENss, a4 B HE AHOHUMHBIX HWACHTU(UKAIINU
TOJIB30BATEIIS ABIACTCS 00A3aTCIILHOM.

Takke crnemyeT pasnudaTh AJIEKTPOHHBIC (UATHBIC JCHBIH (paBHBI
rOCyJJapCTBCHHBIM BallOTaM) W S3JCKTPOHHbIC HE(HATHBIC JCHBIH (HE pPABHEI
roCy/IapCTBEHHBIM BATIOTAM ).

OcHoBHBIE COBETHI 0 Oe30nacHoii padoTe ¢ YTeKTPOHHBIMH JIeHbIAMH:

1. [TpuBszkm K cueTy MOOWILHBIH TenedoH. IToO caMblii yI0OHBIH WM

OBICTPBIIE CcrOcOO BOCCTAHOBUTH JoCTynm K cuety. [lpuBsizanHbiil TenedoH
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MOMOJKET, eciau 3a0yAcuib CBOH MNIATEKHbIM Mapoib WKW 3aijclib Ha CalT C
HE3HAKOMOTO YCTPOMCTBA;

% Hcnone3yii ogHopazoBeie maponu. [locne nmepexona Ha YCHICHHYIO
apTopu3aiuio Tebe yxe He OyJeT yrpokaTh OMACHOCTh KPakW WIH TICpeXBaTa
TJIATEKHOTO NMapoJis;

& BeiOepu cioxHnbiii aposs. [Ipectynuukam Oy1eT He MPOCTO yrajaaTh
CIIOkHBII mapoib. HajexHble maponu — 3TO Mapoiu, KOTOPBIE COJIEpKAaT HE
MEHee 8 3HAKOB M BKJIIOYAKOT B ceOs CTPOYHBIE U MPOMUCHBIE OYKBBI, UMD U
HECKOJIbKO CHMBOIIOB, TAKHE KaK 3HAK J0/j1apa, QyHTa, BOCKIIUIATCILHBINA 3HAK U
T.n. Hanpumep, StROng!;;

4. He BBOaM CBOM NMYHBIE JaHHbIC HA CﬁﬁTaX, KOTOPBIM HC TOBECPACHIL.

JIEeKTPOHHASA MOYTA

DNEKTPOHHAS MOYTa — 3TO TEXHOIOTHS U MPEJOCTABsIeMbIE €10 YCIYTH 10
MepechUIKe U MOJTYYEHHIO IEKTPOHHBIX COODIEHH, KOTOphIE pacrpeaessoTcs B
KOMIbIOTEpHOH ceTH. OOBIYHO SJEKTPOHHBIH TOYTOBBIH ANIMK BBITJISAAHT
CeIyIOIIHM 00pa3oM: UMS_MOIb30BaTeIs(@uMs_agoMeHa. Takke KpoMe nepeaavu
MIPOCTOrO TEKCTa, IMEETCSI BO3MOKHOCTE TIepeaaBaTh (aiisl.

OcHoOBHBIE COBETHI 110 0e30macHoi padoTe ¢ ITeKTPOHHOH MOYTOM:

1. Hano BeiOpaTe npaBuibHBINA mouToBbIN cepBuc. B HMHTepHeTe ecTh
OTPOMHBII BEIOOp OECIIATHBIX MOYTOBBIX CEPBUCOB, OJHAKO JIYYIle JOBEPITH TEM,
KOTO 3HACIllb H KTO IEPBEII B PEHTUHTE;

2 He ykaseiBaii B JuuHON moute nuuHyi uHbopmanmio. Hanpumep,
Jydiie BeIOpaTh «My3bIKanbHbIH (haHaT(@» umu «pok2013» Bmecto «temal3»;

5 Hcnonp3yl ABYXATaMHYH aBTOPU3ALHI0. JTO KOrja MOMHUMO IapoJis
HY)KHO BBOJUTH KO[I, MPHCHIIaeMbId 10 SMS;

4. Bribepu crnoxHbIH mapois. 18 Ka)I0ro MOYTOBOro SIHKA JOJKCH
OBITh CBOH HAJCHKHBIN, YCTOWYHBBIH K B3JIOMY MapoJihb;

3. Ecnu ecte BO3MOXKHOCTB HAamucaTb CaMOMY CBOM JIMYHBIH BOIIPOC,
UCTIONB3YH 3TY BO3MOKHOCTB;

6. Hcnone3yli HECKOIBKO MOYTOBBIX AMMKOB. [lepBwiil 114 4YacTHOM
MEpPENUCKH C aJpecaraMyu, KOTOPBIM Thl JOBEpPSElIb. JTO 3IEKTPOHHBIH aipec HE

HAJO HCTIOMB30BaTh MPH PETUCTpalUK Ha popyMax u caiiTax;
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T He oTkpeiBaii (aitibl U Ipyrue BIOKEHHUS B MUCbMAaX JaxKe €CJTH OHU
MPUIILTA OT TBOUX Apy3ei. Jlydile yTouHM Yy HMX, OTOPAB/SUIH JIH OHU TeOe ITH
(haiiner;

8. [Tocne oxkoH4aHus padOTHI HA MOYTOBOM CEPBHCE TEpe] 3aKpPhITHEM

BKJIQ/JIKH C CANTOM HE 3a0yJib HaXKaTh Ha «BeIATH».

KuOepOvJIHHT HJIH BHPTVAJBLHOE H3/1€BATEJILCTBO

KubepOynnuar —  mpecrnenoBaHWe  COODINICHUSAMH,  COJEpIKANUMU
OCKOpONEeHUs, arpeccuro, 3aMyTruBaHHUC; XYJIMTaHCTBO; colManbHOE
DOMKOTHPOBAHKE C TOMOIIBIO PA3IMYHBIX HHTEPHET-CEPBUCOB.

OcHoBHBIE COBeTHI 110 00pbie ¢ KHdepOyLIHHIOM:

1. He Opocaiics B 0o0ii. Jlyummii criocod: mocoBeToBaThCs Kak ceds
BECTH M, €CJIM HET TOr0, K KOMY MOYKHO OOpaTHUThCS, TO BHAYA/IC YCIOKOHUTHCS.
Ecnu ThI HauHENIb OTBEYATh OCKOPOJIEHHUSIMH Ha OCKOPOJIEHHS, TO TOJIBKO ellle
DOJIBIIE PA30KIKENTH KOHDITUKT;

2, Yrpasnsii cBoeil KnOeppenyTammei;

3. AHOHUMHOCTE B ceTH MHUMas. CylIecTBYIOT cIOCOOLI BBIACHUTh, KTO
CTOHT 33 aHOHUMHBIM aKKayHTOM;

4. He crour BecTH Xynuranckuii odpa3 BUpTyaabHOMN *KU3HH. MUHTEpHET

(uxkcupyer Bce TBOU JCHCTBUS W COXPAHICT UX. YJaIUTh uX OyaeT KpaiiHe

3aTPYAHUTEIBHO;
e} Beau cebds BeKIHBO;
6. HUrnopupyii eauHu4HBIN HeraTHB. OJHOpPa30BBIE OCKOPOUTEIBHBIC

cooOmieHnss nayunie urHopupoBatb. OOBIMHO arpeccuss TnpekpamiaeTcs Ha
HauyaabHOH CTaquu;

7 ban arpeccopa. B nporpamMmmax oOMeHa MTHOBEHHBIMH COOOIICHUSIMH,
B COIMAIBHBIX CETAX ECTh BO3MOKHOCTH OJIOKMPOBKHM OTIPABKH COOOIICHHUH ¢
ONpeIe/ICHHBIX aJpPecoB;

8. Ecnu TB1 cBuaerens kuOepOymnuHra. TBOM OCHCTBUA: BBICTYIHTh
MPOTHB MpeclieaoBarens, IMoKa3aTb €My, 4YTO €ro JCHCTBHA OIGHHUBAKOTCA
HETaTHBHO, MOJJEpKaTh JKEPTBY, KOTOPOH HYy:KHA MCHXOIOTMYECKas MOMOIIb,

COOﬁ]JJ,HTL B3pOCIBIM O q)ﬂ.KTe arpcCCHBHOIO MOBECICHHWA B CCTH.

MoonabHbIH TeJIehoH
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CoBpemeHnHble cMapTOHBI U TUIAHIIIETHI COJIEPKAT B ceOe BIOIHE B3POCIIbIi
(hyHKIIHOHAN, W Temepb OHH MOTYT KOHKYpPHpPOBaTh CO CTAallHOHAPHBIMH
komnbroTepamu. OQHaKo, CPe/ICTB 3alllMThI 71 MOA00OHBIX YCTPOUCTB MOKA QUYEHb
Maio. TecTupoBaHMEe M TIOMCK YSA3BUMOCTEH B HHUX TPOMCXOJMT HE TakK
MHTeHCHUBHO, Kak 1y [IK, To e camoe kacaercsi U MOOMJIBHBIX MPHIIOKCHUI.

CoBpeMeHHbIC  MOOUIBHBIE Opay3epbl yKe€ NPAKTUYECKH JOTHAJHU
HACTOJIbHBIC aHAJOTH, OJHAKO pacliupeHue (YHKIHMOHANa BIEUET 3a CODOI
DOJIBIIYIO CIIOKHOCTh M MEHBIIYIO 3aIHIICHHOCTD.

Jlaneko He BCe MNPOU3BOMTEIM BBIMYCKAOT OOHOBJICHUS, 3aKPBIBAIOIINAEC
KPUTHYECKHE YA3BUMOCTH JIJI1 CBOUX YCTPOIICTB.

OcHoOBHBIE COBETHI 115 0€301aCHOCTH MOOHIBHOIO TelredoHa:

1. byae octopoikeH, Belb Korja Tede nmpeaiaraoT OecriaTHblii KOHTEHT,
B HEM MOTYT OBITh CKPBITHI KAKHE-TO IUIATHBIC YCIIYTH;

2, Hywmaii, npexae uyem oTnpaButh SMS, doto unn Bumgeo. Tel TouHO

3HaCIlb, I¢ OHH OYyAYT B KOHEYHOM HTOTrE?

3 Heobxoaumo 00HOBIATE ONEPallHOHHYIO0 CUCTEMY TBOETO cMapTdoHa;
4. Hcnonb3yii aHTHBHPYCHEIE IPOTPaMMEI 1T MOOWITBHEBIX Telle()OHOB;
2 He 3arpy:;xail NpHI0KEHHs OT HEHU3BECTHOTO HCTOYHHKA, BeIb OHH

MOrYT COJEep:KaTh BPEJOHOCHOE IPOrpaMMHOE 00eCeYeHUE;

6. [locne Toro kak Tl BBIHACHIBE C calTa, IJA€ BBOJIHJI JIHYHYIO
uHpopmanuo, 3aiiiu B HacCTpoiiku Opaysepa U yaanu cookies;

il [Iepuoanyecku nMpoBepsAld KakHe IUIaTHBIC YCIYTH aKTHBUPOBAHEI Ha
TBOEM HOMEPE;

8. HaBaii cBoif HOMEp MOOHIBHOTO Teiae(OoHa TOJBKO JTHOIAM, KOTOPHIX
ThI 3HACILb U KOMY 10BEPSCIIb;

9, Bluetooth gomixeH ObITH BBIKIIOHYEH, KOTJAa TEI UM HE TOJIB3YEIIBCH.

He 3a0p1Baii nHOT 12 IPOBEPATH ITO.

OHINHHT HIH KPakKa JHYHbIX TAHHBIX

'naBHasg 1ens QumuHr - BUAa VIHTEPHET-MOIICHHHYECTBA, COCTOWUT B
MOJTYUYECHUH KOH(HUICHIIHATBHBIX JaHHBIX TOJb30BATEICH — JIOTHHOB M MapoJci.
Ha anrnmiickom s3eike phishing uuraercs kak ¢umuer (ot fishing — peiOHas
J0BJs, password — maposns).

OcHoBHBIE cOBeTHI 0 fopble ¢ PUIITHHTOM:
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L. Cnenu 3a cBouMm akkayHToM. Eciam Thl nojo3peBacilib, 4TO TBOS
aHkera ObUTa B3JIOMaHa, TO HEOOXOAUMO 3a0NOKMpOBaTh €€ M COOOIIMTH
aTMUHUCTpAaTOpaM pecypca 00 3TOM Kak MOKHO CKOpEe;

2. Hcnonws3yit Oe3omacHble BeO-CaliThl, B TOM 4HCII€, HWHTCPHET-
Mara3uHOB U [TOUCKOBBIX CUCTEM;

& Hcnons3yil cloKHBIE W pa3Hble Mmapoiad. Takum o0Opa3oM, eciiud Teds
B3JIOMAKOT, TO 3JI0YMBIIUICHHUKH TOJYy4aT JOCTYN TOJBKO K O/IHOMY TBOEMY
Mpo(uIIIO B CETH, a HE KO BCEM;

4. Ecnu Tebs B3nmomanu, TO HEOOXOAUMO MNPEAYNPEJAHTh BCEX CBOUX
3HAKOMBIX, KOTOpbIE /100aBIeHbl y TeOs B JIPY3bsX, O TOM, YTO Te€Os B3IOMAIH U,

BO3MOMKHO, OT TBOCTO HMCHH 6y,]]CT pacChlIaThCA CIIaM H CCBUIKH Ha (t}HIHHHl"OBbIC

CalThI;
3. VYcranoBu HajexHbIH napois (PIN) Ha MoOHIBHEIH TenedoH;
6. OTKIFOYH cOXpaHeHHe rapois B Opaysepe;
E He oTkpeiBaii ¢aiiinel 1 Apyrue BIOKEHHUS B IMHChMAaX JIaXKe eci OHH

NPHIIA OT TBOMX JApy3eil. Jlydine yTouHM y HHX, OTOpAaBISIH JIH OHH Tebe 3TH

(haiinel.
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